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INFORMATION GOVERNANCE (GDPR) 

SUPPORTING GUIDANCE  

Data Protection Principles 

Current data protection legislation stipulates that anyone processing personal data must comply with six 

underlying data protection principles. These principles are legally enforceable and set out the fundamental 

responsibilities of organisations when processing personal data.  

Working Together Ludlow is responsible for, and must be able to demonstrate, compliance with these 

principles at all times. 

The principles require that personal information must be: 

• Collected lawfully, fairly and transparently (data subjects must be able to clearly understand what 

you are collecting, why, what you will use it for and how long you will keep it and must, where 

consent is used as the lawful basis for processing, give active consent to this via an ‘opt in’). 

• Obtained for a specified, explicit and legitimate purpose and not processed in a manner 

incompatible with those purposes. 

• Adequate, relevant & limited to what is necessary in relation to the specific purpose for which it is 

processed. 

• Accurate and kept up to date (there is a responsibility/liability to ensuring this is up to date). 

• Kept in a form where the data subject can be identified only for as long as is necessary e.g. have a 

specific expiry date which cannot be indefinite and must be communicated to the subject. (We 

must tell the subject how long we will keep their data and why. After this it has to be erased or 

anonymised). 

• Be processed in a manner that ensures its security (this can mean technically or organisationally 

but must be documented and there is a specific push around encryption). 

Data Controller 

This is a person who, alone or jointly with others, determines the purposes and means of the processing of 

personal data. In other words, the controller decides “what” personal data will be processed “what for” and 

“how” it will be done. 

Data Processor 

This is a person who processes personal data on behalf of a controller e.g. a company that processes your 

payroll or a cloud provider that offers data storage.  

Processing of Data 

Processing includes anything done with personal data – “whether or not by automated means” such as: 

• collecting, storing 

• organising, structuring 

• using, disclosing 

• erasing, destroying 
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Personal Information/Data 

Any information relating to an identified or identifiable natural person; an identifiable natural person is one 

who can be identified, directly or indirectly, in particular by reference to an identifier such as names, 

addresses, telephone numbers, job titles, date of birth, salary, ID numbers, location data, online identifiers, 

genetic data or biometric data. 

The GDPR lists “special categories of personal data” which includes: 

• personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, 

or trade union membership 

• genetic and biometric data 

• data concerning health, a natural person’s sex life or sexual orientation. 

The processing of these types of personal data is strictly prohibited unless such processing is on one of a 

limited number of bases as set out in the GDPR. One of these is that we have obtained “explicit” consent 

(see ‘Consent’ section below). 

Data Subject  

The data subject is the natural person to whom the personal data relates. 

Rights of individuals 

• Right to be informed – informed of their rights under data protection laws in a concise, 

transparent, intelligible and easily accessible manner, usually through privacy notices 

• Right of access – subject access requests (see ‘Subject Access’ section below) 

• Right to rectification – if data is inaccurate or incomplete 

• Right to erasure – ‘right to be forgotten’ – The right to, on request, remove all personal data held 

about that data subject  

• Right to restrict processing – right to block processing such that we are only allowed to store 

enough data about the data subject to ensure the restriction is respected in the future and not to 

process the data in any other way 

• Right to data portability – the right for the individual to be sent, on request, their personal data in 

a format which allows the data to be moved directly  from one IT environment to another (see 

‘Data Portability’ section below) 

• Rights re: automated decision making and profiling 

Consent 

Consent is one of the lawful bases to process an individual’s personal data. 

Consent means offering individuals real choice and control over their personal information.  All data 

subjects must actively and knowingly opt-in to consent.  They must be made aware of what they are opting 

in for, what it will be used for and the length of time for which it will be kept. 

Consent must be: 

• Freely given, specific, informed and unambiguous. 
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• By a statement or by clear affirmative action signifying agreement to the processing of personal 

data relating to him/her (by means of an “opt-in” as opposed to an “opt out” action). 

• Verifiable e.g. records of how and when consent was given should be kept. 

For “special categories of personal data”, in addition to the above, the consent must be “explicit”. The data 

subject should sign an express written “opt-in” consent statement which clearly lays out what you are 

collecting, why, what you will use it for and how long you will keep it. 

Individuals have the right to withdraw consent at any time and must be informed of this before giving 

consent. Consent should also be reviewed from time to time and refreshed if anything changes concerning 

the processing of any of the relevant individuals’ personal data. At the point of withdrawal, if Working 

Together has no other lawful basis justifying the processing of the personal data, the data shall be deleted 

or anonymised. 

Consent from Children 

Children need particular protection when collecting and processing their personal data because, amongst 

other considerations, they may be less aware of the risks involved. If under 16, consent must be given by 

the holder of parental responsibility (this may be subject to change as data protection laws and guidance 

evolve from time to time). 

Subject Access Requests 

Working Together Ludlow recognises that under the current legislation any individual whose personal data 

is held by Working Together Ludlow has a right to request access to their personal data. Such a request is 

known as a “Subject Access Request”. 

Any such request should be made in writing to the Manager or the Chair of Trustees at Working Together.  

If Working Together receives a Subject Access Request, they must provide the relevant information without 

delay and at the latest within one month of receipt (free of charge). If requests are complex or numerous, 

this can be extended by a further two months, but the individual must be informed within one month of 

the receipt of the request and explain why the extension is necessary. 

Working Together must verify the identity of the person making the request, using ‘reasonable means’. 

Information and records relating to service users will be stored securely and will only be accessible to 

authorised staff and volunteers. 

Information will be stored for only as long as it is needed or required under statute and will be disposed of 

appropriately thereafter. 

If an employee would like a copy of any of the information held on him/her they should notify their line 

manager. If they believe that any information held on them is incorrect or incomplete, then they should 

write to their line manager as soon as possible setting out the information which they believe needs 

correction.  

Data Portability 

The data subject’s right to data portability: 

• only applies to their personal data that has been provided to Working Together Ludlow; where 

processing is based on consent or for the performance of a contract; and when processing is 

carried out by automated means; 
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• allows individuals to obtain and reuse their personal data for their own purposes across different 

services; and 

• allows them to move, copy or transfer personal data easily from one IT environment to another in 

a safe and secure way, without hindrance to usability. 

Working Together Ludlow must respond to any request made by a data subject to exercise this right within 

one month and without charge. This can be extended by two further months but only where the request is 

complex or Working Together Ludlow receives a number of requests (Working Together Ludlow must still 

inform the data subject within one month and explain why it requires the extension). 

Confidential References 

Working Together Ludlow is not obliged under data protection legislation to provide, in response to Subject 

Access Requests made to it, copies of any confidential references about employees (or past employees) 

written by Working Together Ludlow. 

Working Together Ludlow will make reasonable attempts to gain consent from any such referees.   

Personal Data Breach  

A personal data breach is defined under the GDPR as “any breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, 

stored or otherwise processed”. 

For example, loss or theft of data or equipment, unauthorised access either by a member of staff or third 

party, human error (such as accidental deletion or alteration of data), unforeseen circumstances (such as 

fire or flood) or deliberate attacks on IT systems (such as hacking, viruses or phishing scams). 

Any data loss must be reported immediately to the Data Protection Lead who will assess the 

situation/impact. If it a reportable breach, the Data Protection Lead (in their absence, the Chair) must 

report the incident to the Information Commissioner’s Office. 

Circumstances for notification of breach - if the breach is likely to result in risk to the rights and freedoms of 

individuals the Information Commissioners Office (as the supervisory authority) should be notified 

• Without undue delay 

• Where feasible, not later than 72 hours after becoming aware of it 

• If data breach likely to result in high risk to rights and freedoms of an individual the controller must 

also communicate the breach to the individual without undue delay 

Data in Transit 

There may be occasions when it is necessary for personal data and other confidential information to be 

taken outside of the office. This includes data in all formats including but not limited to paper or electronic 

storage (PC’s tablets, laptops and removable storage media i.e. USB memory sticks, PDA’s or any form of 

networking equipment).  

All employees are personally responsible for taking reasonable and appropriate precautions to ensure that 

such data taken outside of the office is secure at all times. For example, media shall be protected against 

unauthorised access, misuse or corruption during transportation - this could include encryption of e-mails, 

computers being password protected and memory sticks being encrypted. 
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It is not possible to be fully prescriptive as to the action which should be taken to ensure security as there 

may be a number of different situations where data may be taken out of the office. It will be necessary for 

Working Together to risk assess the means of storing the data and the security measures needed for each 

individual instance to allow the organisation to make considered judgements in terms of how they handle 

data whilst delivering their service. If in any doubt, employees should seek support from their line manager. 

All such information when being taken from place to place, in particular on any portable equipment or 

media (such as laptops, tablet computers, memory sticks and memory cards), is required to be kept under 

the direct control of the person responsible for it in as secure a manner as is practicable in all the 

circumstances.  

All mobile phones, laptops and tablets must have a secure password or code that is necessary to turn on 

and use the device in addition to the passwords needed prior to using any online IT systems. 

When sending information by post, all necessary steps must be taken to ensure the recipient’s details are 

accurate and that only the named person has access to the information. Personal or sensitive information 

should not be posted unless authorised by the Manager or Chair of Trustees for the efficient running of 

Working Together’s business and activities. Original documents of which no copy exists should, wherever 

reasonably practicably, be copied before posting. 

When sending information via a web portal, the organisation must ensure there is robust password-

protected access control in place and that only the intended recipient has access to it. 

Contractors/Third Party Data Processors 

Working Together Ludlow must only use data processors that will: 

• Provide “sufficient guarantees” that processing will meet GDPR requirements and ensure the 

protection of individual rights.   

• Undertake due diligence: e.g. satisfy yourself that any data processor adopts appropriate security 

measures (technology and practice). 

• Ensures appropriate safeguards if processing outside EEA (cloud storage may qualify as processing 

outside EEA).  

All contractors who process personal information supplied by Working Together Ludlow will be required to 

confirm in writing that they will abide by the requirements of the applicable data protection legislation with 

regard to all personal information provided and/or accessed via but not limited to paper or electronic 

storage.  Contractors will be required to ensure that they and all of their staff who have access to personal 

data held or processed for, or on behalf of, Working Together Ludlow are aware of this policy and are fully 

trained in and are aware of their duties and responsibilities under the data protection legislation. 

Any third-party contractor (e.g. an IT engineer) accessing personal information incidental to their work for 

Working Together Ludlow will sign an undertaking ensuring strict confidentiality will be maintained. 

Employees and contractors should understand their responsibilities and should be suitable for the roles for 

which they are considered. 

The contracts between Working Together Ludlow (acting as the data controller) and its processors should 

include, as a minimum, reference to: 

• the subject-matter and duration of processing; 

• the nature and purpose of processing; 
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• the type of personal data being processed and the categories of data subjects; 

• the obligations and rights of Working together as the data controller; 

• Working Together Ludlow and the processor’s responsibilities to maintain a record of 

processing activity carried out in connection to services being provided under the contract; 

• the facility for data subjects to update their personal information (such as renewal forms); 

• all staff and representatives receiving a copy of a data protection policy or guide; 

• personal data breaches being referenced in the processor’s disciplinary policies; 

• all staff and representatives being made aware of the consequences of their actions (criminal 

liability if they knowingly or recklessly disclose personal information); and 

• the processor’s obligation to: 

o Only act on the written instructions of Working Together Ludlow 

o Ensure people processing personal data are subject to a duty of confidence; 

o Take appropriate measures to ensure the security of processing (including but not 

limited to spot-checks, audits and the security compliance measures discussed below); 

o Only engage sub-processors with the prior consent of Working Together Ludlow and 

under a written contract; 

o Assist Working Together in providing subject access and allowing data subjects to 

exercise their rights under the GDPR; 

o Assist Working Together Ludlow in meeting its GDPR obligations in relation to the 

security of processing, the notification of personal data breaches and data protection 

impact assessments; 

o Delete or return all personal data to Working Together Ludlow as requested at the end 

of the contract; and 

o Submit to audits and inspections, provide Working Together Ludlow with whatever 

information it needs to ensure that they are both meeting their Article 28 obligations, 

and tell working Together Ludlow immediately if it is asked to do something infringing 

the GDPR or other data protection law of the EU or a member state.  

If a contractor/ third party data processor fails to comply with its contractual requirements relating to data 

protection, a risk assessment should be carried out and careful consideration should be had as to whether 

to terminate their contract. 

Security Compliance 

Working Together will ensure that security risks are audited/monitored and that appropriate security 

measures (both technical and operational) to protect the security of personal data are in place, such as: 

• office access controls 

• use of lockable cabinets 
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• password and asset control (where an employee leaves or a contract is terminated, ensure 

that passwords are changed and all organisation assets in their possession are promptly 

returned) 

• encryption/password protection where personal data sent by email 

• regularly delete sent emails and restrict server access 

• review levels of access to records 

• procedures and risk assessments for taking information off-site (e.g. hard copy 

files/laptops/memory sticks) 

• encryption, back-up systems and recovery, regular testing 

Personal or financially sensitive information in hard copy form will be shredded in line with the data 

retention schedule. Personal, financial and sensitive information held electronically will be deleted from the 

relevant equipment and media.  

Equipment and media which has contained personal, financial or sensitive information will be disposed of 

in such manner as ensures that any residual information is securely deleted during the disposal process. 

Right to work documentation 

Home Office guidance “An employer’s guide to acceptable right to work documents” 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/441957/employers_guid

e_to_acceptable_right_to_work_documents_v5.pdf has the following 3 steps:- 

Step 1 – Obtain original versions of one or more acceptable documents 

Step 2 – Check the document’s validity in the presence of the holder 

Step 3 - Make and retain a clear copy of all documents checked (hardcopy or scanned unaltered copy e.g. 

jpeg or pdf), and record the date the check was made. ”The recommended wording for this is “The date on 

which this right to work check was made: (insert date & sign)”  


